
 

 
 
 

 

 
 

Board of Directors 
 
 

Audit Committee 
 

Thursday, October 2, 2014 
      

        10:30 a.m. 
 
 
 
 

 
1. Call to Order……………………………………………………..Nicholas A. Majett, Chairperson 

 
 
 
2. Internal Audit Activities…………………..…………..………….Dan Whelan, Auditor General 

A. Introductory Remarks and Brief Overview 
B. Results of Risk Assessment - Proposed FY2015 Audit Plan  

 
 
 

3. Executive Session  ……………………………….……………Nicholas A. Majett, Chairperson  
 
 
 
4. Adjournment…………………………………………………….Nicholas A. Majett, Chairperson  
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AgendaAgenda

I t d ti• Introductions
• Internal Audit Methodology
• Risk Assessment Process 
• Proposed Internal Audit Plan 
• Next Steps
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DC Water Core TeamDC Water Core Team

Pat HaganDan Whelan
Deputy Auditor General

patrick.hagan@mcgladrey.com

Auditor General

Dan.whelan@mcgladrey.com

Charles Barley
IT Director

Jennifer Murtha
Audit Director

Jill R

charles.barleyJR@mcgladrey.comjennifer.murtha@mcgladrey.com

Kelly JohnsonJill Reyes
Audit Manager

jill.reyes@mcgladrey.com

Kelly Johnson
Senior

kelly.johnson@mcgladrey.com
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McGladrey OrganizationMcGladrey Organization

Public Accounting Report –
Top 10 Firms

Rank Firm Offices

• Fifth largest accounting and consulting firm in U.S.
• 6,500 employees; 1,800 in the Southeast Region

1 Deloitte 102

2 E&Y 80

3 PwC 76

4 KPMG 88

, p y ; , g
• 85 years of quality service; established 1926
• 2,800 public sector clients nationwide
• Full service consulting and accounting firm
• Locally Based with National Talent

5 McGladrey 78

6 Grant Thornton  52

7 BDO 37

8 CBIZ 180

y

Risk Advisory Financial 
Advisory 

Technology 
Services

Audit  
Services

• Contract • Performance • Program Mgmt • GAO 8 CBIZ 180

9 Crowe Horwath 25

10 BKD 31

Source: 2012 Accounting Today

• Contract 
Compliance and 
Cost Recovery

• Security and 
Privacy Services

• Internal Audit

• Performance 
Improvement

• Finance 
Operations

• Anti-Fraud
• Project

• Program Mgmt
• IT Strategy
• Network 

Infrastructure
• Security 

Architecture

• GAO  
Performance 
Audits

• Federal Funds 
Compliance 

• IT SecurityInternal Audit
• Enterprise Risk 

Management
• Construction 

Oversight

Project 
Management

• Litigation Support
• Budgets & 

Modeling

Architecture 
• Business 

Continuity 
• ERP Selection,  

Controls and 
IV&V

IT Security 
• SSAE16
• External Audit 
• Tax Compliance
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Internal Audit MethodologyInternal Audit Methodology

Design, Planning, and ImplementationInternal Control Assessment

Risk Assessment
And

Brainstorming

Propose an 
Audit Plan

Execution of 
Audits/Reviews

Communicate 
Results

On‐Going 
Monitoring and 

Follow‐Up

Process AnalysisProcess Analysis

Process AssuranceProcess Assurance

Understand & 
Document Process

Assess Design 
Effectiveness

Document 
Existing 
C t l

Assess 
Operating 

Eff ti

Analyze 
DeficienciesControls Effectiveness

ProcessesSignificant Transaction Cycles
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Risk Assessment ProcessRisk Assessment Process

• Analyzed your strategic plan, budget documents, financial statements and other key information in order to
understand the specific business objectives, stated imperatives, key financial metrics and forecasts, and any
identified barriers or threats

Background
identified barriers or threats.

• Utilized risk rating criteria that will be used to prioritize audits-
- Risk factors include – Control environment, Change, Financial, Organizational, Compliance, External

g

Ri k R ti Risk factors include Control environment, Change, Financial, Organizational, Compliance, External
Factors and Revenue Source / Materiality

- Risks include Financial, Compliance, Operational and Risk of Poor Public Perception

Risk Rating 
Criteria

• Interviewed the GM, AGM’s, Department Directors, and key process owners regarding the risks, financial
position and growth expectations, strategies and objectives.

• Brainstormed using the risk factors and discuss the Impact and Likelihood of functions and “what could go
wrong?”

Interviews and 
Brainstorming

Internal Audit 
Plan

• Collaboratively prioritized processes and developed a proposed audit plan to assess the highest risk areas
that directly aligns with Blue Horizons 2020. The risk assessment and proposed audit plan will be reviewed
regularly with the Internal Audit Sponsor, and revised when necessary to account for changes in priorities
and degree of risk for different functions.

• Obtain Audit Committee approval of the proposed audit plan.

5
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Risk Assessment ProcessRisk Assessment Process

 Risks identified are assessed from two primary perspectives: 
likelihood and impact.

Likelihood – the probability that something will occur. 
Impact – the effect that an event will have on the organization. 

Contingency Risk

Low likelihood

Significant Risk

High likelihoodo e ood
High impact

g e ood
High impact

Im
pa

ct

Minor Risk

Low likelihood
Low impact

High Incidence Risk

High likelihood
Low impact

6Likelihood
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Proposed Internal Audit Plan 2015 Proposed Internal Audit Plan 2015 

Finance
Payroll - Timekeeping & Overtime

R t d R C l l tiRates and Revenue Calculation 

General Counsel
Intellectual Property

Information TechnologyInformation Technology
Information Security Policy

Network Penetration Testing

Operational  Applications ITGC Review (SCADA)p pp ( )

Vendor Management

Labor Relations 
Workers Compensation

Consumer Services
Aqueduct Contract

Engineering

7

Engineering - Contractor Management
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Next Steps Next Steps 

• Create an Audit Committee Charter

• Develop a Communication Plan 

• Transition of Hotline maintenance (formalize the protocol)Transition of Hotline maintenance (formalize the protocol)

• Follow-up on un-remediated findings from prior reports

• Schedule audits with the appropriate departments

• Audit Execution

• Communicate - Communicate - Communicate!!

8
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Client PromiseClient Promise

Experience the power of being understood.SM

Our Promise to YOU
At McGladrey, it’s all about understanding our clients –

Your business-Your aspirations-Your challenges

9

And bringing fresh insights and tailored expertise to help you succeed.
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McGladrey is the brand under which McGladrey LLP serves clients’ business needsMcGladrey is the brand under which McGladrey LLP serves clients  business needs. 

McGladrey LLP is the U.S. member of the RSM International (“RSMI”) network of independent accounting, tax and consulting 
firms. The member firms of RSMI collaborate to provide services to global clients, but are separate and distinct legal entities 
which cannot obligate each other. Each member firm is responsible only for its own acts and omissions, and not those of any 
other party. 

McGladrey, the McGladrey signatures, The McGladrey Classic logo, The power of being understood, Power comes from being 
understood and Experience the power of being understood are trademarks of McGladrey LLPunderstood and Experience the power of being understood are trademarks of McGladrey LLP.

© 2014 McGladrey LLP. All Rights Reserved.
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Proposed audit plan

Audit in process

Audit complete, open management action plans
Audit closed

2010 2011 2012 2013 2014
Proposed 

2015
Preliminary

2016
Preliminary

2017

Risk Assessment X
Update Risk Assessment and Audit Plan Development X X
Follow-up Procedures X X X
Quality Control - Board meetings, Status Reporting X X X
Fraud, Waste & Abuse Hotline Management X X X

Community Outreach & Education
Government Relationships

Accounts Payable X
Disposal of Assets X
Fixed Assets & Equipment X
Financial Statement Consolidation & Reporting
General Ledger
Grant Operations X
Payroll X
Payroll - Timekeeping & Overtime X

Annual Budgeting & Planning

Cash Receipts X X X
Debt Management
Insurance Program Procurement & Insurance Claims Management X
Investments and Cash Management X X
Rates and Revenue Calculation X

Intellectual Property X
Legal Operations X
Regulatory Compliance Monitoring X X

GIS System X
Access Provisioning and DeProvisioning X
Asset Management X X
Business & Operating Applications X
Customer Data Collection and CIS X
Disaster Recovery & Business Continuity Plans X X X
Financial Applications X
Governance & Strategy Review X X
Help Desk & Computer Operations X

Financial Planning and Analysis

Treasury, Debt and Risk

General Counsel

Information Technology

Overall Audit Functions

Entity - Wide
External Affairs

Finance
Financial Accounting and Reporting 

DC Water & Sewer Authority
Audit Plan October 2009 through September 2014 

Proposed 2015, 2016 and 2017

Key - 

X

X

X
X

Human Resource/Employee Privacy X
Information Security Policy X
Internal & External Network Intrusion/Penetration Testing X X X
Internal Network & Telecommunications X
Incident Response X
Physical Security X
SCADA X
SDLC and Change Management X X X
Vendor Management X X

Labor Relations - Contract Management & Compliance X
Workers Compensation X

Organization Governance
Organization Policies & Procedures X
Succession Planning X X

Facility Operations, Maintenance & Costs X

Fleet Management X X X

Employee Benefit Plans X
Employee New Hire and on-boarding Processing X
Recruitment & Training System X
Human Capital Management X

OSHA X
Safety Programs, Training & Compliance X

Outside Contractor Management - Part 1 X X X
Outside Contractor Management - Part 2 X
Procurement Operations X
Purchasing Cards (P-Card Program) X X X
Warehousing & Inventory X X

Facility Security & Contingency Planning X

Maintenance Services Operations X X

Biosolids Management X
Chemical Purchasing X
Process Control System (PCS) X

Pumping & Storage Water Leakage Review X

Automated Meter Reading (AMR) & Customer Billing X X
Customer Service Operations X

Emergency Management - Mitigation & Response X
Emergency Management - Recovery X

Sewer Services - Construction & Repair X
Sewer Services - Distribution
Sewer Services - Emergency Maintenance X

Consumer Services
Customer Service

Emergency Management

Sewer Services

Security

Individual Function Audits
Blue Plains

Maintenance Services

Plant Operations

Water and Sewer Pumping

Support Services
Facilities Management

Fleet

Human Capital Management

Occupational Safety and Health

Procurement

Labor Relations 

Strategic Planning

Sewer Services  Emergency Maintenance X

Aqueduct Contract X X
Fire Hydrant Maintenance X
Utility Services - Water Distribution X
Utility Services - Water Maintenance X

Clean Rivers Project Management X

Engineering - Budget Management X
Engineering - Contractor Management X X
Engineering - Project Planning & Design; Procurement X X
Capital Projects X

Permit Operations X X

TBD TBD TBD

Total proposed audits 10 11 13

Clean Rivers

Engineering and Technical Services

Permit Operations

Contingency and Requested Audits and Projects

Utility Services - Water

Engineering

October 2, 2014
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